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ABSTRACT: Generally, in many stores’ burglary occurs specifically in night time which
causes a lot of damage and loss of product or money. This causes the owner of the store extra
investment for enhancement of the shop caused by thief. So, our proposed solution gives
advanced night-time surveillance system, running at specific hours like close to open. Runs
from a mobile application whereby a user sets the hours and shop settings. This shall identify
real threats by Yolo V8 Algorithm, for instance, intruder Sends fewer false alarms since it is
triggered by animals or environmental causes. An alarm shall be audible when motion is
sensed. Instant notifications on user's mobile device through an android mobile application.
The alarms are paused for a specific user-specified time after it is turned off and asks for two
options YES/NO. "Yes" holds the alert and further alarms are silenced; "No" will re-engage
normal monitoring. Alerts will switch to alternate pre-configured phone numbers if the first
device is unavailable. Central hub that controls shop hours, alternate contacts, and alarm
settings. Always uninterrupted alerts and smart monitoring of businesses. Higher security,
operational efficiency, and minimized false alarms. Business owner peace of mind.
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I. INTRODUCTION

The integration of Artificial Intelligence (Al) into smart surveillance systems marks a paradigm
shift in how security and monitoring are conducted across various domains, including public
safety, traffic management, and private property protection. Traditional surveillance systems
often rely on human operators to monitor and analyze large volumes of video footage, a process
that is both labor-intensive and prone to errors due to fatigue or oversight. Al-driven systems,
leveraging advancements in computer vision, machine learning, and data analytics, offer the
capability to automate and enhance the accuracy of these processes.

[1] Smart surveillance employs Al techniques to interpret video feeds in real time, identify
unusual patterns, and generate actionable insights. Features such as facial recognition, object
detection, and behavioral analysis have enabled these systems to not only detect but also predict
potential security threats. For instance, Al algorithms can identify unattended baggage in
crowded areas, detect unauthorized access, or monitor social distancing during a pandemic.
Despite its potential, the deployment of Al in surveillance raises critical concerns, particularly
in terms of ethical considerations, privacy violations, and algorithmic biases. These challenges
highlight the need for robust governance frameworks and ethical guidelines to ensure that smart
surveillance systems are implemented responsibly and transparently.

This paper aims to explore the state-of-the-art in Al-enabled smart surveillance, examining its
capabilities, challenges, and implications for the future of security. By analyzing recent
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advancements and use cases, we seek to provide insights into how Al can transform
surveillance while addressing the societal concerns it entails.
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Fig 1: Al Architecture
Surveillance systems have long been a cornerstone of security, playing a pivotal role in
monitoring and safeguarding public and private spaces. However, traditional surveillance,
heavily reliant on manual monitoring and static recording, often falls short in addressing
modern challenges posed by increasingly dynamic and complex environments. The evolution
of technology, particularly in the fields of Artificial Intelligence (Al), the Internet of Things
(IoT), and big data, has led to the emergence of smart surveillance systems, which represent a
transformative leap in monitoring capabilities.
Smart surveillance integrates advanced Al algorithms, real-time data processing, and
networked devices to create systems capable of autonomous decision-making and intelligent
insights. Unlike conventional setups, these systems can analyze video feeds, detect anomalies,
and alert operators without human intervention. Key technologies such as facial recognition,
object tracking, and behavioral analysis allow for sophisticated monitoring, enhancing the
efficiency and effectiveness of security measures. For instance, smart surveillance can identify
unauthorized access, track vehicles in urban traffic, or even predict suspicious activities based
on behavioral patterns.
The adoption of smart surveillance is expanding rapidly, driven by its applications in diverse
sectors, including urban safety, retail analytics, healthcare, and critical infrastructure
protection. Smart cities, in particular, benefit significantly from these systems, where Al-
powered surveillance aids in crowd management, crime prevention, and traffic optimization.
Despite its benefits, the rise of smart surveillance raises important ethical, legal, and social
questions. Concerns over data privacy, algorithmic biases, and the potential for misuse
underscore the need for a balanced approach that maximizes security while respecting
individual rights. Developing robust governance frameworks and transparent operational
standards is crucial to addressing these challenges and fostering public trust in the technology.
[5]This paper seeks to explore the technological underpinnings, applications, and implications
of smart surveillance systems. Through a comprehensive analysis, we aim to understand how
these systems can reshape security landscapes while addressing the ethical and societal
challenges they entail.
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Generally, in many stores burglary occurs specifically in night time which causes a lot of
damage and loss of product or money. This causes the owner of the store extra investment for
enhancement of the shop caused by thief. The problem is explained with an example. Imagine
a small retail shop is located in a busy city centre. The traditional security systems like camera
or basic alarms. Those all are provide to fail a complete protection and security to the shops
because of delayed a notifications, false alarms and the owner always check the camera
manually. These all are create a constant worry for the owner about the shop as well as large
businesses. Explainable Al in human motion: A comprehensive approach to analysis, modeling,
and generation lacks real-time processing, scalability, and security-specific features, with a
trade-off between explainability and performance. Your Al system improves it by allowing for
real-time alerts, scalable cloud-based architecture, privacy-preserving techniques, and
multimodal analysis. It bridges the gaps with tailored security features, balancing
interpretability and speed for advanced surveillance.

Multimodal data-based human motion intention prediction using adaptive hybrid deep learning
network for movement challenged person focuses on movement-challenged individuals, with
limited scalability, real-time capability, and transparency. Your Al system enhances it with real-
time monitoring, scalable cloud architecture, broader applications for public security, hybrid
explainability for actionable insights, and privacy-preserving techniques. It ensures efficiency
in data-scarce environments, addressing critical surveillance needs effectively.

Al-driven sensing technology integrates machine learning with sensor data to enhance
perception, decision-making, and automation. It improves applications such as surveillance,
healthcare, and autonomous vehicles. AI models detect patterns, predict outcomes, and
optimize processes in real-time, which enables smarter, more efficient systems for various
industries.

[2]Ased outdoor moving object detection for smart city surveillance, Detecting outdoor moving
objects using Al increases smart city surveillance through engaged deep learning models that
identify, track, and classify these moving objects. It improves security through anomaly
detection, traffic monitoring, and threat recognition, paving the way for safer and more efficient
cities. Al-controlled smart home systems with sensory faculties, camera networks, as well as
machine-learning algorithms act on detecting the unusual patterns or incidents of intrusion. In
such arrangements, no movement goes unaccounted for, an alarming notification will be sent
to the home owner, and a security measure will be triggered. The surveillance-monitoring
consequently increased within the mold of real time and decreased the false alarm generation
thus ensuring general safety improvement. Artificial Intelligence Meets Flexible Sensors:
Emerging Smart Flexible Sensing Systems Driven by Machine Learning and Artificial
Synapses

II. LITERATURE REVIEW
Brenda Elizabeth Olivas-Padilla et.al(2024): In this article the study develops explainable
Al models for predicting and understanding human movements using state-space models and
the Gesture Operational Model. These models successfully analyze body dexterity in industrial
and skilled workers, focusing on precision and coordination. They enable the selection of
minimal motion descriptors, captured with smartphones or smartwatches. Unlike traditional
methods, these models provide transparency through interpretable parameters directly linked
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to predictions. This approach enhances the accessibility and applicability of motion analysis
across diverse domains.

Mustufa Haider Abidi(2024):1n this article the research uses deep learning and multimodal
data for an efficient human motion intention prediction mechanism. In the first phase,
EEG/EMG signals are converted into spectrogram images, which are processed by an AH-
CNN-LSTM model tuned with the IYSGA technique to optimize parameters for accurate
predictions.

Long Chen et.al(2024):In this article Advanced sensing technology has allowed great
volumes of data collection, which further miniaturize sensors coupled with good network
connectivity is an open domain, increasing the sensor networks used across several
applications. This will force ML and DL algorithms to the data analysis and decision. Such
algorithms independently operate on vast data and uncover complicated patterns while aiding
calibration and compensation for the sensor devices and thereby enhancing their accuracy
and adaptation.

Yahia Amjad et.al(2024): His work offers an automatic outdoor moving object detector
based on an improved RetinaNet model with applications in smart cities for crime
prevention and disease detection. The improvement includes using a smaller kernel for the
first convolution layer, optimal anchor size, and changed focal loss parameters. Also, he
added a receptive field module for better detection of small objects. The model was
trained on three open-source datasets witha mAP50 of 71.18% and speed of 26 FPS
on Nvidia GTX960. Future work is targeted toward enabling fine-grained classification
for certain object types relevant to smart city tasks.

Thottempudi Pardhu et.al(2024): In this article the Al smart home and thief detection
systems have a great benefit for home security. With the help of Al, it can recognize intruders
through face recognition while the motion detectors follow every movement and send out
mobile apps with real-time information.This technology ensures safety for valuable goods kept
within the house and responds very quickly to any case of theft. Additionally, it creates an alert
about safety and is perceived to be recommended to apply these systems in riskier places to
increase safety.

Dr. D. Srihari Kempili Hemavathi et.al(2024): In this article Recent developments in Al-
driven smart flexible sensor systems have incorporated machine learning for efficient data
analysis and feature
recognition. Such systems contain artificialsynapses that aresimilarto thehuman

brain, which enables them to process informationin real time and consume
lowpower. However, challenges persist, including the need for large, consistent datasets,
adaptability to changing materials, and computational limitations.

Tianming Sun Bin Fengi et.al(2024): In this article
the present paper offers an exhaustive review of Al techniques for detecting electricity theft,
focusing specifically on challenges associated with this aspect by distribution

operators. Different malicious user behaviors regarding energy theft are discussed along with
the review of various machine learning solutions.

Erika Stracqualursi et.al(2023):

In this article the development of a human motion detection surveillance
system, developed on C#, Tiny YOLOV2, and AForge.NET libraries in real time. The

ISSN No: 2250-3676 www.ijesat.com Page 539 of 547



International Journal of Engineering Science and Advanced Technology (IJESAT) Vol 25 Issue 12, DEC, 2025

system sends alerts through sound, email, and LED signals when motion is detected, and
records video. This is suitable for sensitive areas, like banks and museums, due to the high
security it offers at low cost. The system can detect movement in any direction and
operates under low-light conditions with an accuracy rate of 95%. It is shown to
cause alarms effectively within 1,191 to 1,635 seconds in tests.

AhmeedAL-SLEMANI et.al(2023): In this article the application demonstrates the potential
of computer vision in creating basic and advanced surveillance systems. By integrating Al
and machine learning, tasks like object detection, emotion detection, and facial recognition
are achievable. Motion detection in video surveillance reduces storage needs by capturing
footage only when necessary. This technology triggers alarms upon detecting unexpected
motion, reducing the need for constant human monitoring.

Sriram parabrahma chari et.al(2023): In this article the study involves a smart garment
with sensors to monitor human activity and detect movement. The garment, designed using
3D printing, includes sensors with optical fibers and LEDs to minimize errors in coupling
distance. The sensors' sensitivities are normalized to account for variations in applied force
and temperature, which have minimal impact on sensor responses. Volunteers performed six
activities (standing, sitting, squatting, arm movement, walking, and running) for data
collection.

Leticia Avellar et.al(2022): In this article the is work to design a smart home automation
system that aims at enhancing the convenience, health, and security of the elderly and
handicapped. The proposed system uses a CNN deep learning model to detect intruders based
on motion detection, which enhances the security of =~ homes while avoiding false
notifications. However, there are li

mitations in the system, such as failure to detect multiple movements at one time and
snot considering the emotional influence on movement.

shambhuraje Mohite et.al(2022): In this article will be focused on the
paper proposes a system that automatically detects theft by detecting the intruders with high
accuracy and optimal time efficiency. This system extracts features from the detected face
and compares these features with images stored in a criminal database. If there isa
match, then an alert message is sent to the police station and the property owner .
Mohammed Sherooq et.al(2021): In this article This paper presents a new system
that relies on Al algorithms  to detect thieves in  public spaces. The system
addresses the inadequacies of traditional security methods, where security guards manually
monitor CCTV footage. The proposed system uses machine learning and deep learning to
analyze various parameters, such as detecting masks, weapons, facial expressions, actions,
and performing face recognition to identify thieves.

Saraswathy C et.al(2021): In this article the paper presents a new system that relies on Al
algorithms to detect thieves in public spaces. The system addresses the inadequacies of
traditional security methods, where security guards manually monitor CCTV footage. The
proposed system uses machine learning and deep learning to analyze various parameters,
such as detecting masks, weapons, facial expressions, actions, and performing face
recognition to identify thieves.
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III. METHODOLOGY

This is the step-by-step method for constructing an Al cloud-based surveillance system that
employs YOLOVS for effective real-time threat detection and an overall security boost. The
following presents a detailed approach:

The process begins with gathering an extensive dataset that represents various surveillance
scenarios, such as the movement of people, vehicles, and the presence of potential anomalies
in different environments. This dataset is compiled from real-world video recordings, synthetic
simulations, and publicly available datasets. Annotation is done through tools such as the Label
Image, wherein bounding boxes and labels are assigned to each object of interest to apply the
data in training, for example using a person, car, or beg for tagging with its respective category.
Data augmentation needs to be done by applying operations such as rotation, flipping, scaling,
and brightness adjustments to augment for diverse environmental conditions such as low light,
changes in weather, and different angles of view in camera, thus improving the model's
generalization ability.

YOLOVS, the latest of the YOLO ( You Only Look Once ) object detection algorithm, is
selected for its incredible speed and precision. The training will start by feeding the prepared
dataset into the YOLOvS8 framework. Hyperparameters: batch size, learning rate, confidence
thresholds optimized detected through the most suitable trade-off between process duration and
detection accuracy. The second transfer learning approach adopted will fine-tune a pre-trained
YOLOV8 model and abstract its previously learned features from large datasets like COCO or
ImageNet. This will considerably lessen the training period while raising the model efficiency
with respect to surveillance tasks. Training is also conducted on high-performance computing
resources to allow for efficient model convergence.

YOLOVS uses a loss function to optimize its predictions during training. The loss function
combines terms for localization, classification, and confidence, expressed as:

Additionally, the Intersection over Union (IoU) formula is used to evaluate the accuracy of
predicted bounding boxes by calculating the overlap between predicted and ground-truth
boxes:

Area of Overlap
IoU =

Area of Union

The trained YOLOvVS8 model is deployed on cloud platforms like AWS or Microsoft Azure for
scalability and centralized processing. The cloud infrastructure hosts APIs that allow edge
devices, such as surveillance cameras, to transmit real-time video streams for analysis. The
system’s bandwidth consumption is optimized using the formula:

During real-time operations, surveillance cameras capture and send video feeds to the cloud.
Each frame is processed by YOLOVS, detecting objects and generating outputs that include
bounding boxes, class labels, and confidence scores. The frame rate efficiency is measured
using:
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FPS (Frames Per Second) = N,u'mbcr of Frax-ucs 'P}'ocessed
['otal Processing Time (s)

Once the YOLOvV8 model is trained, it can be deployed in a cloud platform for scalability such
as AWS, Microsoft Azure, or Google Cloud. From an infrastructure perspective, these
platforms are robust in terms of building and supporting the facilities required for high-
throughput processing of data as well as resource scalability on demand. The model would then
be accessible as an API for integration with edge devices such as IP cameras or IoT-enabled
security systems. Such a cloud-based deployment architecture guarantees that the system
handles video streams from various locations simultaneously and provides centralized
processing and monitoring of the video streams.
In the operational phase, real-time video stream processing takes place. Surveillance cameras
continuously capture video frames and send them to the cloud through secure communications
protocols. The YOLOv8 model processes these frames in real time, detecting and classifying
objects present in the scene. The output is in the form of bounding boxes on the object detected,
confidence scores indicative of reliability of detection, and labels that identify the object
categories. For example, it can identify a person entering a restricted area or a car parked in a
no-parking zone. Alerts will be raised when there is the anomaly of a predetermined security
event detected.
Augmented intelligence systems work together within YOLOvS detection to accomplish
further detection of the previously detected objects. For example, algorithms for behavior
analysis may define the characteristics of motion of individuals or vehicles to anticipate an act
of suspicion. Anomaly detection methods pick the events that are abnormal from the ordinary
ones, such as unattended objects or misstated movement patterns of people. The information
available serves to inform about alerting them of the items, notifying the personnel, or even
automated measures such as activation of alarms or locking doors. The analytics dashboard of
the system provides information on the incidents detected for the operators to enable
monitoring and review of the activities.
It is a very strong foundation for the ongoing improvements to this system. Feedback is
acquired from the occurrences of incidents and customers' reviews. All these feedbacks, plus
more new data, would be used to periodically retrain the YOLOv8 model. This way, newer
security threats can be analyzed by synchronized technologies for improving detection.
Furthermore, these updates are made to ensure that the model is in tune with the hardware and
software technology changes so that the system continues to perform at the best level over time.
This extensive methodology, which consists of detecting security threats as they happen in real-
time, poses a solid Al-driven surveillance system. YOLOv8 then champions thus ensuring
accurate object identification, while clouds deployment and advanced analytics optimize
scalability, flexibility, and efficiency in total security interventions.
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Fig 3: AI Cloud-Based Surveillance System

This is a diagram of an Al Cloud-Based Surveillance System designed for real-time security in
retail or shop settings. It captures video frames with surveillance cameras every 5 seconds
during non-operational hours, compares the differences between the frames, and detects any
unauthorized activity. Data is stored in a database and processed for the detection of potential
threats. If suspicious movement is detected, an alarm is sent to the mobile application of the
shop owner. The application stores user details such as his name, contact information, and shop
timings. The message of the application asks the user if he is there in the shop. If the user gives
confirmation, he can specify how much time he has stayed in the shop to update the system. In
case the user refuses or remains silent, the system will replay the recorded footage to verify the
threat and notify the authorities. The combined approach guarantees real-time monitoring and
minimizes false alarms to ensure rapid action to boost security during the vulnerable period.

IV. RESULTS & DISCUSSIONS

The Al cloud based surveillance system for enhanced security in real time provides an
intelligent, efficient, and secure solution for monitoring business premises during vulnerable
night-time hours. By leveraging advanced Al algorithms, the system ensures accurate motion
detection, reduces false alarms, and offers real-time alerts to  users.
The flexibility to pause alarms, notify alternate contacts, and continuously adapt to user
behavior makes it a versatile and reliable security tool. Additionally, the system's ability to
operate only during designated night-time hours enhances energy efficiency. Overall, this
system offers businesses a proactive approach to security, ensuring peace of mind with minimal
intervention. This Al cloud-based surveillance goes way beyond traditional security with
additional features aimed at improving overall security and operational efficiency.

Employing machine learning and deep learning techniques, the system maintains and improves
accuracy in detecting movement and intrusions while learning previous data to minimize false
positives. The ability to pause alarms during non-critical times ensures that only significant
events trigger alerts, reducing the chances of unnecessary interruptions. Further, it is possible
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to configure the system to send alerts to backup contacts or security personnel so that
appropriate people are alerted in real-time during emergencies. It's cloud-based place, at any
time, which provides flexibility and control. The system's adaptability is a key feature because
it learns and evolves according to the specific needs and behavior patterns of the user. It can
even integrate with other smart devices and security tools, providing a comprehensive security
solution. The Al's ability to analyze large amounts of data in real time ensures that security
threats are detected and addressed instantly, giving businesses a proactive and effective way to
safe guard their premises. With energy efficiency in mind, the system only operates during
designated night-time hours, ensuring that resources are not wasted when security is not as
critical. This makes it both cost-effective and eco-friendly, aligning with modern business
practices that prioritize sustainability. Overall, this system provides a robust and reliable
security solution that not only increases the safety of business premises but also ensures
minimal disruption and operational efficiency, offering a forward-thinking approach to modern
security needs.
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In the figure, this is an application for the users. In this, the user can add relatives, manage
relatives and also notify the relative, criminal and unknown person that detected on the camera.

Fig 6: Theft Detection System Interface
In figure, this is an part of android application. It is the starting process to enter into the app
because the all system is connected into same network. So entering IP address only we can
access the application.
Detection of electricity theft by the distribution operators is a major task, as users use various
types of tampering techniques with diverse load profiles. This paper gives a comprehensive
review of Al methods being used to detect energy theft, focusing on machine learning solutions
and their strengths and weaknesses. It highlights the need for utilities, regulators, and Al experts
to collaborate in order to reduce the non-technical losses that affect the sustainability of energy
grids. Work on this area opens the road for a more advanced system, real-time in operation,
overcoming difficulties like data processing and network infrastructure.
The current frame is then passed to the "Detect movement" function to check for movement.
This function will return a boolean value 'movement detected' indicating if movement has been
detected. In case it detects movement, it will return 'Detected Frame' for the actual frame;
otherwise, it returns 'None'. If movement detected is True (that is motion was detected), then
the code in the block after-if Movement detected: will execute. It clicks on that movement
detected here frame image and wuses cv2.imwrite to save as '"image.jpg". Use
send email with image to send the email with the recognized image as the attachment. Play
alert tone using play alert sound. The code will display the frame as 'Frame', Frame, using
cv2. After processing to detect motion (whether there is motion or not), this loop continues to
capture from the webcam until 'q' is pressed. When the loop ends (with 'q' pressed), it then
releases the camera and destroys all Open CV windows cv2. Destroy All Windows ().
"The "Detect movement" function is called to determine whether there is movement in the
current frame. The boolean value 'movement_detected' is returned by this function indicating
whether motion was detected; if motion was detected, it returns 'Detected Frame' for the frame
itself. Otherwise returns 'None'. If movement detected is True (indicating that movement was
detected), the code in the block after if Movement detected: is executed. It clicks on that
movement detected frame image and uses cv2.imwrite to save it as "image.jpg". Use send
email with image to email the attached recognized image. Play alert tone with play alert
sound. After going through the process of detecting motion (in case no motion is detected) the
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code will continue to show the current frame using cv2.imshow('Frame', Frame). This loop will
capture frames from the webcam until it receives an 'q' input.On the end of this loop (which
happened when the user pressed the 'q' key), the camera will be released and all Open CV
windows will be cleared or destroyed (cv2. Destroy All Windows ()).

This study developed a real-time surveillance system using C#, Tiny YOLOV2 for human
motion detection, and AForge.NET libraries. The system alerts the users through sound, email,
and LED lights when it detects human movement in important areas like banks, museums, and
military sites. The system also records video when motion is detected. The system is low-cost,
easy to use, and can work both indoors and outdoors. It can detect movement in all four
directions and activate alarms for security in low-light areas. The system has 95% accuracy
when detecting movement and activating alarms, hence effective in preventing theft and crime.

V. CONCLUSION

The Al-Driven Smart Night Surveillance System provides an intelligent, efficient, and secure
solution for monitoring business premises during vulnerable night-time hours. By leveraging
advanced Al algorithms, the system ensures accurate motion detection, reduces false alarms,
and offers real-time alerts to users.

The flexibility to pause alarms, notify alternate contacts, and continuously adapt to user
behavior makes it a versatile and reliable security tool. Additionally, the system's ability to
operate only during designated night-time hours enhances energy efficiency. Overall, this
system offers businesses a proactive approach to security, ensuring peace of mind with minimal
intervention.This paper proposes a novel system that can identify thieves within public and
general places using artificial intelligence algorithms. Existing methods for identifying thieves
are simply limited by observing areas with precious items through cameras under the
supervision of a security guard. This method necessitates being at the CCTV camera watch
24/7. Thus, the proposed system applies machine learning and deep learning algorithms to
achieve face and action recognition of the thieves. This combination helps to identify a person
on CCTV camera as a potential thief who may carry out a mask or weapon, show some
particular expressions and actions, or his/her face recognition.
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